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Abstract—This study explores an incremental relaying strategy
in downlink pairwise Non-Orthogonal Multiple Access (NOMA),
which involves multiple pairs of nodes near and far from the
downlink destinations. The strategy aims to select a near destina-
tion node to relay the packet of a far destination node, considering
the presence of jamming attacks. To this end, we first derive
closed-form expressions for the individual outage probability
(IOP) for both near and far destinations in Nakagami-m fading
channels. Next, the overall IOP (OIOP) performance is defined as
the maximum value among the obtained IOPs, ensuring fairness
among the nodes. To optimize the system, simulated annealing
algorithms are proposed to determine the best power allocation
and the best relay-destination pairing. We can conclude that
both the power allocation and the position/selection of the near
destination node significantly impact the OIOP for a specific
pair. However, in the case of multiple pairs of destinations, a
good power allocation alone suffices for each pair, and fixed or
even random destination pairing is satisfactory in the considered
context.

Index Terms—strong interference, jamming attack, relaying
strategy, simulated annealing

I. INTRODUCTION

Multiple access techniques play a crucial role in ensuring
the efficient operation of wireless networks across a wide range
of applications. Non-Orthogonal Multiple Access (NOMA) is
being considered as a promising candidate, particularly for
future technologies like 5G and beyond [1], [2] and factory
automation [3]-[5]. NOMA-based systems have the potential
to provide performance improvements compared to Orthog-
onal Multiple Access (OMA) systems when appropriately
configured [3]. In downlink NOMA, multiple destinations are
served simultaneously and share the same time and frequency
resources but with different power levels [6]. To separate
the signals of each destination at the receiver, a successive
interference cancellation (SIC) unit is utilized. In some sys-
tems, however, due to the complexity of the SIC unit, it
is practical to have a limited number of destinations active
simultaneously, such as in pairwise NOMA, which enhances
system performance even in the presence of imperfect SIC [7],
[8]. To further enhance the performance of NOMA systems,
various challenges and open problems need to be addressed
[9], [10].

In many practical scenarios, ensuring the smooth opera-
tion of applications while preserving the safety of humans
necessitates stringent reliability requirements for wireless net-
works. For instance, in factory automation, the packet error
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rate must be lower than 10~ [11], [12]. Relaying strategies
emerge as promising techniques to meet such demanding
reliability requirements in wireless communication [13], [14].
In the context of pairwise NOMA, a near destination must
first decode the signal intended for the far destination and
subsequently remove it using SIC before decoding its own
signal. A protocol, known as incremental relaying [15]-[17],
can enhance communication reliability by allowing the near
destination to assist in forwarding the far destination’s packet
in the second phase. The focus of this work lies specifically
in investigating this cooperative protocol. In a previous study
[15], an energy harvesting-based relaying cooperative NOMA
protocol was proposed to maximize system throughput. Both
outage probability and throughput were evaluated when the
near destination acted as a relayer and energy harvester [16].
Another study [17] proposed a protocol in which the source
node could switch between direct NOMA transmission mode
and cooperative NOMA transmission mode to minimize the
system’s outage probability. Additionally, a backscatter coop-
eration scheme in downlink NOMA was evaluated to highlight
the advantages of the proposed approach [18]. In [19], the
three user selection schemes are introduced based on the user
distances from the source for one pair. The study considered
random destination locations and destination pairing schemes
for one pair, demonstrating superior performance compared
to existing schemes outlined in [20]. However, appropriate
power allocation and destination pairing for multiple pairs of
destinations still need to be investigated.

Despite the numerous advantages associated with wireless
technologies, they are vulnerable to cyber attacks [21]-[23].
Malicious entities, such as jammers, can deliberately generate
noise signals to disrupt ongoing wireless transmissions. Con-
sequently, different legitimate nodes may experience varying
levels of interference from jamming signals. The National
Institute of Standards and Technology (NIST) reported an
example of potential attacks through reactive jamming on
smart Internet of Things (IoT) systems [24]. Consequently, it
becomes crucial to consider the presence of jamming attacks,
including any interfering entities, in practical wireless systems.
Furthermore, with the significant increase in the number of
connected devices, dense deployment and spectrum reuse have
become prevalent [25]. As a result, different wireless networks
are more likely to interfere with each other, necessitating
effective interference management techniques [26]-[28]. In
this regard, it is of great practical interest to investigate an
incremental relaying scheme and destination pairing in scenar-



ios involving multiple destinations, considering the presence
of jamming attacks and/or interfering entities. Thus, the main
contributions of this study can be summarized as follows:

o Considering an incremental relaying strategy in the down-
link pairwise NOMA system, we derive closed-form
expressions for the individual outage probability (IOP)
of both the near and far destinations, taking into account
the impact of Nakagami-m fading channels.

o To ensure fairness among the near-far destinations, we
define the overall IOP (OIOP) as the maximum value
obtained from the IOPs. By incorporating both the IOP
and OIOP metrics, we can guarantee the stringent require-
ments for critical services, as enforced by the IOP, while
maintaining fairness among the remaining destinations,
such as best-effort services, through the OIOP.

« Finally, we use the OIOP to select an appropriate power
allocation and near-far pairing for relaying, in the pres-
ence of jamming. Our results indicate that both power
allocation and the positioning of the near destination
have a significant impact on the OIOP for a single pair.
However, in the scenario involving multiple pairs of
destinations, only power allocation holds a crucial role
in enhancing communication reliability. The selection of
destination pairing does not significantly influence the
OIOP in this context.

The rest of the paper is organized as follows. Section
IT presents the considered system model. Next, Section III
defines and derives a closed-form expression of the IOP for
each destination before defining the OIOP. Then, the power
allocation and destination pairing optimization are introduced
in Section IV. After that, the numerical results are presented
in Section V. Finally, Section VI concludes the paper.

II. SYSTEM MODEL

We consider a cooperative relaying strategy in downlink
pairwise NOMA in the presence of jamming attacks, Fig.
1. In particular, a source node S communicates with a set
of far destinations with Dy and a set of near destinations
with D;. We assume that there are N pairs of destinations
(D1, D) one near, one far, and each pair can be served
during one slot by using, e.g. Time Division Multiple Access
(TDMA). For each pair, in the first phase, the source node
sends the superimposed signal to both destinations in downlink
pairwise NOMA. At the near destination D;, Ds’s signal
is decoded first by treating D;’s signal and the jamming
signal as interference. Then, Ds’s signal is removed by SIC
to decode D;’s signal only considering the jamming signal
as interference. At the far destination, D»’s signal is decoded
by considering both D;’s signal and the jamming signal as
interference. To improve communication reliability for the
further destination, D acts as a relayer to forward the received
Dy’s packet to Dy using decode-and-forward (DF) in the
second phase. There exists a malicious jammer in each phase,
in which jamming signals are generated over relevant wireless
channels to interrupt ongoing legitimate transmissions. Note
that all legitimate nodes are located inside the border and are

— > Useful signals

---------------------- » Jamming signal from outside of the border

Phase 1 e

Phase 2
Border i

[T
Smart jammer
phase 2

Fig. 1. System model.

Smart jammer
phase 1

protected by fences or walls. In contrast, harmful jammers
are only allowed to appear outside of the border, Fig. 1. We
assume that all nodes operate in half-duplex mode with a
single antenna and all channels follow Nakagami-m fading.
In practice, perfect channel state information (CSI) is not
available at the transceivers. Therefore, we consider imperfect
CSI in this work as

I~
w‘ﬁ

gz = (@L + eL)d; , (D

where © = {SDi,SDy,D1D>}, dy, (v, G. and e, ~
CN(0,02) are the distance, path-loss exponent, estimated
channel coefficient and channel estimation error, respectively.

In the first phase, the received signal-to-interference-plus-
noise ratios (SINRs) at the destinations Dy and D, can be
represented as
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the source node S and the jammer .J;, respectively. Noting
that p; is the power allocation factor for the first destination,
0 < g1 < 0.5. And that channel gains |.|* are characterized
by a Gamma distribution with unit mean and shape m, and
hence h, ~ (mx, ﬂ)
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In the second phase, the received SINR at the destination
Dy is represented as
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y € {D1, D2}, is the noise spectral density.

III. OUTAGE PROBABILITY ANALYSIS

In this section, we first derive closed-form expressions of
the IOP for both D; and D5 before defining OIOP for one
pair. At the first destination, an outage occurs when (i) it
fails to correctly decode D-’s signal, and/or (ii) even if Dsy’s
signal is decoded and subtracted successfully, D;’s signal still
cannot be decoded correctly. In other words, the IOP of the
first destination signal is

pr=1- Pr{(’y%l > Az) N (’Y%)l 2 Al)} (6)
=1 Pl"{hSD1 > max (ath1D1 +b1,a2h,p, + b2)}’ ™)

_ A _ _ A
where a; = TM’ b1 = aqpai, ag = m,
by = apag, and a9 = psp,0%p, + 1. Ay and Ay are the
thresholds to correctly decode the first and second destination
signals, respectively. To ensure that both packets can be

decoded correctly at D1, we found a bound of power allocation
factor from (6) as 1 fj“i‘a {14:,42705}- The
closed-form expression of p; is derived in the following
lemma.
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), the closed-form expression of
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where j € {1,2}, p; = mlelpjllDl + mgplpglljlaj.

Proof. Applying [8, Theorem 1], this lemma is proved. W

At the far destination Do, an outage occurs if the following
conditions occur: (i) Ds’s signal cannot be decoded success-
fully at D, by considering D1 ’s signal and the jamming signal
as interference in the first phase and (ii) Ds’s signal cannot be
decoded correctly at D; in the first phase and/or Dy cannot
decode correctly Ds’s signal in the second phase. Accordingly,

the IOP for the second destination’s signal is expressed as
follows:

p2=1- Pl‘{(WD2 > As)U [(7%)1 > Az) N (7;)2 > A2):| } ,
=1—1I3— L1114+ I3 14, )

where

Is =Pr{yp, > Ao} = Pr{hsp, > ashs,p, + b3}, (10)

I, =Pr {’Y/DZ > AQ} = Pr{thDZ > ashg,p, + b4}, (11
where as = %, bs = boas, by = pSD20§D2 + 1,
as = As, by = cpay, and cg = lengleDg + 1. The closed-
form expression of py is derived in the following lemma.
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closed-form expression of I, j € {3,4}, can be obtained as
follows:
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where X € {JlDQ,JQDQ}, Y € {SDQ,DlDQ}, and P =
mxp;(1 —|—myp;,1aj.

Proof. Applying [8, Theorem 1], this lemma is obtained. H

The fairness condition among the destinations is also an
important requirement as shown in [29]. To ensure this require-
ment, we define a reliability metric namely OIOP as follows:

0; = max{pl,pz}i,i € {1, 7]\/v} (12)

The benefit of this metric is that we can guarantee strict re-
quirements for critical services in terms of IOP as constraints,
while for the rest of the services, best efforts can be guaranteed
with the fairness condition using the OIOP when we formulate
the problem for various applications.

IV. OPTIMIZING POWER ALLOCATION AND DESTINATION
PAIRING

When all destinations have the same priority and require-
ments on, e.g. the communication reliability level, the main
goal of the legitimate wireless communication system is to
maximize communication reliability in terms of minimizing
the maximum OIOP among all pairs by changing the des-
tination pairing and power allocation factor for each pair
during the first phase. Accordingly, the main problem can be
formulated as follows:

(P1):  minimize max{O0; } (13a)
(1.4,destination pairing
Ala 1
.t — < W1 in< ———,0.5 13b
S 1+A1a_,u1_,<m1n{1+A2, } (13b)

th

where i1 ; is the power allocation factor for the ¢*" pair.



TABLE I
THE FUNCTIONS FINDING THE OPTIMAL POWER ALLOCATION FACTOR FOR
EACH PAIR AND THE BEST DESTINATION PAIRING.

Name PA_one_pair DP_N_pairs

Configurations | 77, €1, N1 T5, €2, No

InplIt dy.i, Czﬂi, ‘72‘1" UZAZ" dz, Cz; Ug’ 0-55 mg,

paramters mz‘i,PS,PDH,P}{h, Ps, Pp,, P;,, Py,,
Pj,, Ay, Ao, W Ay, As, W

Output H1.4.0pt The best destination

paramters pairing

Cost function | O; in (12) max{O0;} in (15a)

Solution S 1.4 Destination pairing

To solve the problem (P1), we separate it into two sub-
problems as follows: (i) For each pair of the two destinations,
we find p7; to minimize O; in (12) as presented in (14a), and
(ii) We select the best destination pairing for all destinations
of D; and D5 to minimize the maximum OIOP among all
pairs as in (15a).

(P1A) : minimize O; (14a)
K14
Ala 1
s.t 1+A1a_ul' <m1n{1+A205} (14b)
(P1B) : minimize max{0;},V € {1,2,...,N} (15a)

destination pairing

To address the problems in (14a) and (15a), we adopt the
Simulated Annealing (SA) algorithm according to Algorithm
1 in [30] and as described in table I. The PA_one_pair and
DP_N_pairs functions find the best power allocation for one
pair and the best destination pairing for the multiple pairs sce-
nario, respectively. 71 and 75 are the algorithm temperatures
and €; and €5 are the factors to update the temperatures in the
next iteration. N7 and NN, are the numbers of iterations.

V. RESULTS

In this section, we present numerical results for the IOP
and OIOP of the considered system. The following system
parameters are used: W = 1 Hz, P = 10 W, Pp, =1
W, msp, = msp, = Mp,p, = 2, My p, = My, D,
mj,p, = 1, CSD1 = CSDz ? CD1D2 =2,(np, = <J1D2 =
Crp, =3, A1 = Ay = 27 — 1 where Ryp is the target
rate, « = le — 4, 0% = 0%p, = 0, p, = le — 4, and
0}, = 0, = 10719 W/Hz [8], [31]. The border is defined
as (y = —10, —00 < x < 00). For the SAs, all configuration
parameters are selected manually, 77 = T5 = 0.01, €1 = €3 =
0.9, and N; = N, = 1000. To validate the correctness of the
analysis in section III, computer simulations are conducted
using MATLAB. For each considered IOP, we generate 106
samples of the channel gains following a Gamma distribution
and then check the outage conditions for each destination. The
simulation results of the IOPs are then obtained by taking the
average of all outage events across 106 samples.

Fig. 2 demonstrates the effect of the power allocation factor
1 on the IOP for each destination in three cases as follows:
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Fig. 2. The IOPs versus power allocation factor.
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(50,-30), (zj,,y5) = (100,-15), P;, = P;, = 10
W. CI: (zp,,yp,) = (25,10), C2: (zp,,yp,) = (50,10),
C3: (zp,,yp,) = (75,10). Note that different positions of
Dy are presented in Fig. 3. It can be seen from the figure
that the analytical and simulation results match very well.
Moreover, the IOP of D; decreases significantly when the
power allocation factor increases and D1 is located closer to
the source node S. This is because the path loss impact is
compensated by an increase of transmit power from the source
node and a smaller distance between the source node and
destination D;. However, the IOP of the second destination
goes up slightly, even supported by one transmission more
from the first destination. The reason is that the transmit power
for the second destination reduces when the power allocation
factor increases. Especially, the effect of a jamming attack
from Js is very strong due to the fact that both Dy and Js
stay very close to the border.

In Fig. 3, the OIOPs for the three aforementioned cases are
presented for different positions of Dy. We can see that we can
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find the optimal power allocation factor to minimize the OIOP
for different cases. Moreover, these power allocation factors
are affected dramatically by the first destination’s position
when zp, = 100. When zp, = 150 and zp, = 25, the
OIOP decreases significantly due to less interference from both
jammers at D5 and a smaller path-loss effect at D1. As a result,
finding both the best power allocation factor and D;’s position
is very important to enhance the communication reliability of
one pair of legitimate users.

By using the SA algorithms in table I for various cases
of jammers’ positions in Figs. 4-7 with P;, = Pj;, = 5W,
we can find the best destination pairing. We also found that
J1’s position affects significantly the OIOP, while the effect
of J5’s position is negligible, Fig. 8. Moreover, the fluctuation
of the OIOP around the converged value is negligible, Fig.
8. From the figures Figs. 4-7, the destination pairing does
not follow any rule. Consequently, destination pairing is not
important in the multiple pairs of destinations scenario, while
power allocation is crucial. To verify this conclusion, we also
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compare the optimal max{O;} using the SA algorithms and
random destination pairing (average of 1000 times) in table II.

Based on the obtained results, we make two important
conclusions: (i) both power allocation and D;’s position
significantly affect the OIOP, and (ii) only power allocation is
important in the multiple destinations scenario.

VI. CONCLUSION

In this paper, a cooperative relaying strategy in down-
link pairwise NOMA with multiple destinations scenario is
considered. Closed-form expressions of the IOPs for both

TABLE II
THE MAXIMUM OIOP AMONG ALL PAIRS FOR FIGS. 4-7.
max{0;} Fig. 4 Fig. 5 Fig. 6 Fig. 7
Optimal 491e-04 | 491e-04 | 4.13e-08 | 4.13e-08
Random (mean) 491e-04 | 491e-04 | 4.13e-08 | 4.13e-08
Random (max) 4.93e-04 | 4.93e-04 | 4.17¢-08 | 4.15e-08
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Fig. 8. The OIOP versus a number of iterations using the proposed SAs for
the cases in Figs. 4-7.

destinations are obtained in the presence of jamming for
Nakagami-m fading channels. We define the OIOP based on
the obtained IOPs to guarantee a fairness condition. By using
SA, we found that the power allocation and the position of
the first destination are very important for one pair. However,
destination pairing is not needed in the scenario with multiple
pairs of destinations. Therefore, only optimal power allocation
is needed in the case of multiple destinations, and using fixed
destination pairing would cause no performance reduction.
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