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engineering (SoPLE). The gain of the application of SoPLE in terms of efficient tailoring via
reuse was measured in a previous work, where the GQM* Strategies model, an extension of
the goal/question/metric (GQM) paradigm, was adopted to develop a measurement model for
achieving quantitative evidence. In this paper, we develop further our previously proposed
measurement model to achieve quantitative evidence regarding the benefits of using process
line engineering extended to SPICE-compliant security-informed safety processes. We then
apply our extended GQM* Strategies model on a SPICE for space-compliant SiSoPL to illus-
trate and assess its usefulness. Finally, we discuss our findings and provide our perspectives on
quantitative evaluation of tailoring in the context of critical-systems engineering.
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1 | INTRODUCTION

Management, engineering, quality, and capability-maturity-focused, descriptive as well as prescriptive, standards impose an increasing and
considerably overlapping number of requirements on development processes. In the context of SPICE-compliant and security-informed safety
life cycles for software engineering, process improvement via security-informed safety-oriented process line engineering (SiSoPLE) seems to
be feasible. SiSOPLE represents a solution to manage change/efficient tailoring in the context of security-informed safety-critical systems
development processes. Change management is a key component in process improvement infrastructures.! Implementation of SiSoPLs in an
organisation, however, needs to be planned and justified. SiSOPLE represents an extension of safety-oriented process line engineering (SoPLE).
The gain of the application of SoPLE in terms of efficient tailoring via reuse was measured in a previous work,?2 where the GQM* Strategies
model, shortened GQMPS, an extension of the goal/question/metric (GQM) paradigm, was adopted to develop a measurement model for
achieving quantitative evidence. Metrics to measure the effectiveness of SiSoPLE have been so far neglected. A lack of metrics can impede their
adoption. Organisations considering adoption of SiSoPLs are faced with the upfront questions regarding the selection of the right processes for
conversion to derive the maximum benefits in the shortest time frame. Resources can be allocated to an endeavour only in the presence of
objective justification of the economic benefits. To provide such justification, we need an appropriate measurement methodology. In this paper,
we develop further our previously proposed model to achieve quantitative evidence regarding the benefits of using process line engineering
extended to SPICE-compliant security-informed safety processes for software engineering. We then apply our extended GQM* Strategies model
on a SPICE for Space-compliant SiSoPL to illustrate and assess its usefulness.
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The rest of this paper is organised as follows. In Section 2, we provide background information. In Section 3, we present our GQM* model
for SPICE-compliant SiSoPLE evaluation. In Section 4, we evaluate the benefits of a SPICE for Space (54S)-compliant SiSoPL and discuss our
findings including threats to validity. In Section 5, we discuss the synergies between the SPI Manifesto and SPICE-compliant SiSoPLE-targeted
GQMPS. In Section 6, we provide more general perspectives on quantitative evaluation of tailoring in the context of critical-systems engineering.

In Section 7, we discuss the related work. Finally, in Section 8, we conclude the paper and sketch future research directions.

2 | BACKGROUND

2.1 | ECSS standards: focus on software development

The ECSS normative scheme for space programmes and projects® comprises a root standard (ECSS-5-ST-00%) from which three major branches
develop, namely, project management (whose standards are denoted with an M), engineering (whose standards are denoted with an E), and
product assurance (whose standards are denoted with an Q). In addition to norms, guidelines are provided within handbooks (denoted with HB).

In this paper, we focus on the software-related standards and handbooks depicted in Figure 1. To make the paper self-contained, in what

follows, we briefly recall essential information from these standards/handbooks.

e ECSS-S-ST-00%: The purpose of this standard is to give an introduction to the three branches of applicability and to the disciplines covered by
the set of ECSS standards and the processes involved in generating and using ECSS standards. ECSS-S-ST-00C also states that the ECSS system
can be adapted to specific domains of application by use of tailoring activities, which can be driven by, eg, cost, risk, and maturity capability.

e ECSS-M-ST-10°: The purpose of this standard is to provide key elements of project planning and implementation. In this paper, we mention
the key element represented by the project breakdown structures, which break the project down into manageable elements. One of
these structures is the work breakdown structure (WBS), which provides a framework for managing cost, schedule, and technical content.
ECSS-M-ST-10 also defines a seven-phase-space project life cycle (PLC), whose phases are denoted with alphabetical letters. Phase B
(preliminary definition) is the one in focus in this paper.

e ECSS-E-ST-40C¢: The purpose of this standard is to cover all aspects of space system software engineering including requirements definition,
design, production, verification and validation, transfer, operations, and maintenance. Tailoring rules are provided in a specific annex, Annex R
(normative), to enable manufacturers and suppliers to customise their engineering processes. The tailoring is conducted based on the software
criticality, which ranges from A to D. Different customisations, performed by the different customers, can be seen as different single processes

within a family of processes.

In this section, we limit our attention to a very small portion of ECSS-E-ST-40C, Clause 5.2 (Software related system requirement process).
According to Annex R, all requirements related to Clause 5.2 are applicable for all four criticality levels. We recall that this process is constituted

of a series of activities. Each of these activities consists of various tasks, which in turn contain various steps.

e Overview (5.2.1)
e Software-related system requirements analysis (5.2.2)

o Specification of system requirements allocated to software (5.2.2.1)

* The customer shall derive system requirements allocated to software from an analysis of the specific intended use of the system and
from the results of the safety and dependability analysis. (5.2.2.1a)

o ldentification of observability requirements (5.2.2.2)

| ECSS-S-ST-00C  ECSS System — Description, Implementation and General Requirements |

ECSS-M-ST-10 Project Planning and Implementation ‘

‘ ECSS-E-ST-40C Software Engineering ‘
‘ ECSS-Q-ST-80C Software Product Assurance ‘
‘ ESSB-Q-ST-40C Software Product Assurance -Safety ‘
‘ ESSB-ST-E-008 Secure Software Engineering ‘

———————— ‘ ECSS-Q-HB-80-02 Part 1&2A Space Product Assurance ‘
FIGURE1 ECSS scheme
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* The customer shall specify all software observability requirements to monitor the software behaviour and to facilitate the system

integration and failure investigation. (5.2.2.2a)

e Software-related system verification (5.2.3)
e Software-related system integration and control (5.2.4)
e System requirements review (5.2.5)

In this paper, specifically, we focus on Clause 5.2.2.1. This limited process portion exemplifies what is typically required in terms of process

engineering, ie, complying with the requirements while tailoring.

e ESSB-ST-E-0087: The purpose of this internal standard is to provide a collection of secure software engineering processes intended to
incorporate security engineering practices within an ESA (European Space Agency) software development project and especially through use of
a Secure Software Development Lifecycle (SSDLC). The necessity of developing security standards for ESA projects was discussed by Fischer
et al.8 It is worth to note that ESSB-ST-E-008 does not overwrite existing standards but instead it incrementally adds requirements specifically
related to security. The tailoring of ESSB-ST-E-008 is conducted based on the software criticality, as well as the Evaluation Assurance Levels
(EAL) and the strength of function. The definition of EAL, from EAL1 (functionally tested - less strict) to EAL7 (formally verified design and
tested—most strict) is provided within the Common Criteria (CC),’ which establishes a security assurance scale. In this paper, we limit our
attention to clause 5.2, which constitutes the point of alignment with ECSS-E-ST-40C, Clause 5.2. ESSB-ST-E-008 increments ECSS-E-ST-40C,
clause 5.2.2.1, by adding three new requirements, which are as follows:

The customer shall use an available security requirements catalogue to refine the security requirements profile. (5.2.2.1.b)

The customer shall use security assurance requirements to endorse the project specific security requirements and to assure to meet
them. (5.2.2.1.c)

The customer shall document the resulting security requirements profile, and the security strength of function requirements inside the
software system specification (SSS). The customer shall provide a traceability matrix to trace the security requirements to the risks

identified in the cyber-security risk assessment. (5.2.2.1.d)

In addition, it also refines requirement 5.2.2.1.a by stating that the analysis should also consider the security requirements profile.

e ECSS-Q-ST-40C10: The purpose of this standard is to define the safety programme and the safety technical requirements aiming at protecting
humans and the environment from hazards associated with European space systems. Clause 6.2 (safety requirements identification and
traceability) states that “Safety requirements shall be identified and traced from the system level into the design and then allocated to the
lower levels.” This clause constitutes the point of alignment with ECSS-E-ST-40C. ECSS-Q-ST-40C defines the severity categories, necessary
for safety risk assessment. It also defines the criticality of the functions and the criticality category assignment for software products versus
function criticality. It does provide guidance for tailoring safety requirements based on their applicability, given the software product under
planning/engineering.

o ECSS-Q-ST-80C!!: The purpose of this standard is to define a set of software product assurance requirements to be used for the development
and maintenance of software for space systems. Clause 6.3 of this standard (software-related system requirements process) constitutes the
point of alignment with ECSS-E-ST-40C.

e ECSS-Q-HB-80-02 Part1!? and Part 2'2: The purpose of this two-part handbook is to customise SPICE (Software Process Capability
dEtermination) for Space (54S). S4S addresses the software process capability maturity in space. To determine maturity, the process assessment
model selects the process reference model and augments it with indicators. These indicators are used to identify if the process outcomes
(PO), the result of the execution of the process, and the process attribute outcomes (PA), the result of the achievement of a specific process
attribute, are present. Base practices (BP) (activity-oriented PAs) must be evaluated to establish the capability of the process to be achieved.
In this paper, we limit our attention to one BP, specifically BP-1 (Specify software requirements), for the process (ENG.4). BP-1 mainly restates
ECSS-Q-ST-40C-requirements related to 5.2.2.1.a and refers to ECSS-Q-ST-80C. Thus, it mainly makes sure that a SPICE assessor would
ensure the quality required by ECSS.

2.2 | SoPLE, SiSoPLE, and SPICE-compliant SiSoPLE

SoPLE was introduced by Gallina et al'®'* and applied in various domains (see, for instance, Gallina et al’® for its usage in the context of tool
qualification recertification and Varkoi et al'® for its usage in the nuclear domain). SOPLE consists of a two-phase method. The first phase is
aimed at engineering the domain from a process perspective, ie, identifying and systematising process-related commonalities and variabilities in
order to concurrently engineer a set of processes (SoPL). The second phase is aimed at deriving single safety-oriented processes via selection
and composition of commonalities and variabilities. To deal with security-informed safety processes, SOPLE was extended. In particular, Gallina
et al'’ introduced SiSoPLE, which consists of process line engineering focused on the alignment of safety and security aspects for certification
purposes. As part of the domain engineering, SiSOPLE requires the systematisation of the commonality within the terminological framework

pertaining to security-informed safety (SiS). The potential usefulness of SiSOPLE was illustrated in the avionics!” and automotive!® domains. In a
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TABLE1 Potential benefits of process-related commonality at different stages

Phase Benefit Rational

Strategy Enable faster variant time to certificate The common portion of the process design already built,
only the unique portion needs to be designed

Strategy Enter niche way of working Design un-forecast variants on top of the common skele-
ton enables the company to recognise and enter ways of
working as they appear

Design Shared engineering cost (intended commonality) Reduced engineering effort required for later variants

Design Reuse of already designed capability patterns and Design effort does not need to be repeated

processes (unintended commonality)
Manufacture Shared tooling Tooling cost, if any, can be spread over more processes
Manufacture Learning curve benefits Fewer hours/unit required

Assessment, Compliance and

Reduced assessment, compliance checking and

Learning in assessment, compliance procedures for later

Delivery delivery time variants

Assessment, Compliance and Shared compliance checking equipment Compliance checking equipment can be spread over more

Delivery processes
Assessment, Compliance and Reduced external assessment, certification Reuse of type certificates or regulatory approval
Delivery

similar manner, process line engineering can be extended to embrace different types of standards: quality and process improvement standards.
For instance, in this paper, a SPICE-compliant SiSoPLE consists of process line engineering focused on the alignment of safety, security, and
software process improvement aspects for certification.

From a tooling perspective, SoPLE, SiSoPLE, and SPICE&SiSoPLE can be supported by the integration of Eclipse Process Framework (EPF)
Composer,” (recently migrated to Eclipse Neon 4.6.31%), and Base Variability Resolution (BVR) Tool," where the EPF Composer is used to model
the base process and its related library, while the BVR Tool is used to model (VSpec), resolve (Resolution), and realise (Realization) the variability.
More precisely, VSpec permits users to model the variability in a feature diagram-like fashion. Resolution permits users to configure (make choices
at variation points, where desired variants can be selected) their process. Finally, Realization permits users to bind the conceptual representation
of the variable elements with the concrete elements in the base model. The integration of EPF Composer and BVR Tool is described in more
details by Javed et al.2® Here, we want to point out that the integration of EPF Composer and BVR Tool offer, via the VSpec, Resolution, and
Realization models, a coordination/negotiation ground among the different teams within a company. Teams, when not a unique process engineer
is nominated, have the possibility to propose changes but also see the impact (eg, constraints violation and potential commonality reduction) that
their changes may entail and take actions to coordinate effectively with other teams and thus avoid commonality erosion.

In the literature regarding product line engineering or platform engineering, potential benefits of the commonality are highlighted. Cameron
et al?! summarise those benefits in a tabular format. In what follows, specifically in Table 1, we provide a semantic translation of those benefits

in the context of process line engineering, and we limit our attention to four phases: strategy, design, manufacture, and assessment.

2.3 | Reuse-related metrics

Berger et al?2 define several metrics that provide different perspectives for assessing the suitability for setting up product lines. Among such
metrics, in this subsection, we recall Size of Commonality (SoC) and Product-related Reusability (PrR).

1. SoC measures the number of reusable/identical components in a product line. For evaluating a given set of similar products constituted
of n products, each product pi with 1 < i < n,n > 2 is decomposed into a set Cpi of m so-called reasonable atomic pieces, where each piece
is denoted ¢j with 1 < j < m,m > 1. To perform a decomposition, all components/atomic pieces must be identified and formally specified.
An annotated, directed graph is specified for each product, which reflects the dependencies (called signatures) between all components. These
dependencies can be logical or communicative. SoC is determined by comparing the component signatures. A syntactic comparison of signatures
is made based on the names of the components while a semantic comparison is made from the behavioural profiles of the components which
capture behavioural constraints. If the signatures are identical, the components are identical. SoC is computed as shown in Equation (1)(a), where
p; represents the products of the product line, i ranges from 1 to n, and C,; represents the set of components of the product i.

2. PrR measures the extent of reusability of the common components for a specific product. PrR is computed as shown in Equation (1)(b).

(a) SoC =

(\Coi| (b PrRi = > (1)
1 |Cpil

* https://www.eclipse.org/epf/
T https://github.com/SINTEF-9012/bvr
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2.4 | GQM* Strategies

The GQMPS model links measurement programs to higher level organisation goals and strategies.2®> GQMPS is built as an extension of the GQM
paradigm, a top down approach, in which measurements are based on measurement goals.2* The GQM paradigm consists of three levels: the
conceptual level (Measurement Goal) where the objectives are defined, the operational level (Question) where the questions are made, and the
quantitative level where the metrics are defined. These levels are also hierarchically organised in a pyramid structure. The apex of the pyramid is
represented by a measurement goal, which specifies the purpose of measurement, the object which is being measured, the issue to be measured,
and the viewpoint from which the measurement is taken. This measurement goal is refined by a set of questions that breaks down the goal into
its significant elements. Each question is further refined into one or more metrics. These metrics may either be objective or subjective in nature.
Further, a particular metric may be used to answer more than one question.

The GQMPS model helps organisations to align multilevel organisation goals and strategies to the measurement goals. It consists of two
perspectives, the Organisational and Planning Perspective (OPP) and the Control Perspective (CP). The OPP and CP structures help incorporate
dependencies among different levels of the organisation. The OPP is concerned with the organisational goals and strategies while the CP is
concerned with the measurements. The structure of the OPP resembles a pyramid with the top goal of the organisation at the apex. The top goal
is broken down into one or more strategies. Each strategy can be further split into one or more goals and associated strategies until the strategies
cannot be further split into lower goals. The CP structure is built using the GQM paradigm. Each organisational goal is linked to a GQM structure
in the CP via a measurement goal. These links enable alignment of organisational goals and strategies with measurement goals. This ensures that
organisations invest resources only in meaningful and essential data collection and analysis activities.

2.5 | SoPLE-targeted GQM* Strategies

In a previous work,2 we developed a GQM* Strategies model to measure the gain of the application of SoPLE in terms of efficient tailoring via
reuse. Our proposed SoPLE-targeted GQM* Strategies model is recalled in Figure 2.

The OPP structure reflects the organisational goals and strategies starting with the overall organisation goal at the top and the related strategies
broken down below, reflecting the SoPLE organisation goals and their related strategies. We show the association of the top organisational goal
(G1) to the strategy (S3) of “Exploit commonality of safety-oriented processes,” which, as seen in Section 2.2, if significant may entail a series
of benefits. The strategy S3 is further reduced to the software development organisation (SDO) goal G2, that of “identify candidate SoPLs for
reusability” supporting the strategy S6, “Engineer SoPLs.” Strategy S3 is reduced to a single SDO goal for illustration purposes, though it may be
reduced to additional goals, such as productivity and quality related goals. The CP part of the model links the goal G2 to the measurement goal
MG1, “Assess suitability to form a SoPL.” The viewpoint is that of the SoPL manager, who belongs to the SDO and has overall organisational
responsibility for software development with formation of SoPLs as the object. MG1 is progressively refined into the question Q1 and the metrics
M1 and M2 addressing the extent of commonality via the quantitative evaluation of the size of commonality and the product (process in this
context) reusability. The higher the commonality, the stronger is the evidence for adoption and potential organisational goal achievement and

entailment of the potential benefits.

3 | GQM* STRATEGIES MODEL FOR SPICE-COMPLIANT SISOPLE EVALUATION

In this section, we extend our previously proposed SoPLE-targeted GQM* Strategies Model for SPICE-compliant SiSoPLE with a focus on efficient
tailoring via reusability of SPICE-compliant security-informed safety-oriented processes. A consolidated view of the extended SPICE-compliant
SiSoPLE-targeted GQMPS model is shown in Figure 3. Syntactically, the extension is minimal. Figure 3, indeed, does not expose a considerable

syntactical difference from Figure 2. From a semantic perspective, however, this extension has the purpose to consider all drivers used for

Organizational & Planning Perspective {OPP} Control Perspective {CP}
G1:Reduce time,
costs, risks in process
engineering
corisv;izgll?tl; of MG1:Assess
(5 DI safety-oriented CI— suitability to forma
v SoPL
processes
i

Q1: What are the number of identical process elements contained
in the different configurations of the safety-oriented processes
when the criticality level varies?

G2:dentify candidate
SoPLs for reusability

!

$6: Build reusable SoPLs

M1: Size of M2: Process Related
Commonality Reusability

FIGURE2 SoPLE-targeted GQM* Strategies model
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Organisational and Planning Perspective (OPP)

G1: reduce time, costs and risks
in SPICE-compliant (SiS)

process engineering Control Perspective (CP)
S35 S2: exploit commonality S3: ... MG1: assess suitability Conceptual level

of SPICE-compliant to engineer

(SiS) processes SPICE-compliant SiSoPLs

I }

G3: identify candidate Qlf whalt arg the numbgr of idlentical process eIemenTs
SPICE-compliant (SiS) contained in different conflguratlon§ gf t.he SPI_CE-comleant
SiS processes when the criticality varies,

Question level

processes for reusability

assuming AEL=2 and Security strength=S?

i 1 1

S6: Engineer
SPICE-compliant SiSoPLs ML: size of commonality m2: pr:’:;s;'i"nrtey'ated Quantitative level

FIGURE3 SPICE-compliant SiSoPLE-targeted GQM* Strategies model

tailoring. As the idiomatic expression “the devil is in the detail” warns and as previous studies let emerge, a strategy focused on high-level
commonality exploitation might be biased during the upfront planning and blinded by the high-degree of commonality present in conceptual
design. As a consequence, during the adoption, as the design progresses, changes are made that cause a continual drift away from commonality.
Even if each change may be small, the net effect, the “divergence,” can be great. This is why it is crucial to learn from previous studies?! and
learn from the previously identified canonical commonality strategies in order to properly tune the commonality planning towards a commonality
culture, meant as ability to weigh the options in a divergence decision, ie, ability to ponder the right level of commonality knowing the potential
need for customisations. Since the extended focus embracing also SPICE-compliance and security-related compliance may imply potential
customisations, the purpose of the extended SPICE-compliant SiSoPLE-targeted GQMPS model is to capture the manager and process engineer
attention when considering all drivers. Given this extension, the manager and the process engineer could consider evaluating the GQM-portion
not only on the entire family (including SPICE and security requirements) but also on every subfamily and on every clause and subclause with
well-identified responsibility for each acting role to be able to ensure a proper upfront planning.

Similar to what presented for SoPLE-targeted GQM* Strategies Model, also the SPICE-compliant SiSoPLE organisation may be concerned with
goals related to the feasibility of establishing SPICE-compliant SiSoPLs (pre-SPICE-compliant SiSoPL) or goals related to assessing the effectiveness
of the established SPICE-compliant SiSoPLs (post-SPICE-compliant SiSoPL). In this paper, we limit our discussion to pre-SPICE-compliant SiSoPL
goals, established SPICE-compliant SiSoPLs are not in place yet.

4 | EVALUATING THE BENEFITS OF AN ECSS-S4S-COMPLIANT SISOPL

In this section, we evaluate the benefits of SPICE-compliant SiSoPLE. Our evaluation, conducted on a single illustrative case, has the purpose to
explore the suitability of SPICE-compliant SiSoPLE in the space domain and the generalisability of the findings in other domains.

4.1 | ECSS-compliant S4S&SiSoPL

Based on the information recalled in Section 2.1 and in Section 2.2, in this section, we model the ECSS-S4S-compliant SiSoPL related to the
software-related system requirement process. To model it, we use BVR/VSpec.

Figure 4 presents our S4S-compliant SiSoPL for software-related system requirement process (5.2). As mentioned in Section 2.1, the activity 5.2.2
is composed of two tasks (5.2.2.1 and 5.2.2.2). Task 5.2.2.1 is further structured.

The variants of task 5.2.2.1 depend on the associated values for AEL and strength of function. This results in a certain number of reusable
elements and zero or more variable elements of the software-related system requirement process (5.2) depending on the associated values. The
choices in our S4S-compliant SiSoPL are the activities and tasks described in Section 2.1, the criticality levels, and the presence or absence of
security concerns. One and only one of the four criticality levels is valid for any S4S-compliant SiSoPL variant. The constraints are enforced
when resolving a particular S4S-compliant SiSoPL variant. For instance, in our S4S-compliant SiSoPL, constraint c1 enforces the requirement that

security-related steps are required only when the values for AEL and strength of function are set.

4.2 | Applying SPICE-compliant SiSoPLE-targeted GQMPS

An application of our SPICE-compliant SiSoPLE-targeted GQMPS model is shown in Figure 5. Goals G1 and G2 are the AMASS consortium

organisation goals?® while G7 is an S4S-compliant SiSoPLE organisation goal, namely, that of the Software Development Organisation (SDO)
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f15:
f17:5.2.2.1.c Security
security profile based on catalogue assurance req. usage profile, and the security strength of function req.

52.21a-
sec

f14: 5.2.2.1.a Derivation of system
requirements allocated to SW

FIGURE4 S4S-compliant SiSoPL

G1: reduce time, costs
and risks for assurance
and (re)certification

o |

S1: .. S2: exploit commonality S3:..
of assurance processes

I |

G2: demonstrate potential reuse G3: identify candidate
of assurance results leading to SPICE-compliant SiS

AMASS goals m—)

MG1: assess suitability
to engineer
SPICE-compliant SiSoPLs

I

Q1: what are the number of identical process elements
contained in different configurations of the
SPICE-compliant SIS processes when the criticality varies,

40% cost reduction

!

processes for reusability

!

S5: Allot resources to suitable

SPICE-compliant SiSoPLs

S6: Engineer
SPICE-compliant SiSoPLs

assuming AEL=2 and Security strength=S?

!

!

M1: size of commonality

M2: process-related reusability

FIGURE5 Application of our SPICE-compliant SiSoPLE-targeted GQM* Strategies model

of the space-related partner.2é The pre-S4S-compliant SiSoPL implementation goal of the SDO is Identify candidate S4S-compliant SiSoPLs for
reusability. The SDO goal G7 links to the measurement goal MG1, Assess suitability to form a S45-compliant SiSoPL. Question Q1 refines MG1 and
addresses process element counting based on the semantic signature of the processes subject to constraints imposed by criticality levels of the
processes. Q1 pertains to the commonality of the process elements. We can logically infer that the higher the commonality, the more likely is
the suitability for adopting a process line approach. We define two metrics (M1 and M2), regarding the question Q1, which are SoC and PrR
respectively interpreted for processes, ie, SoC measures the number of reusable/identical components in a S4S-compliant SiS process line and
PrR measures the extent of reusability of the common components for a specific process.

Software related system requirement process constitutes our S4S-compliant SiSoPL and is treated in a similar manner to the product line referred
to in Section 2.3. The activities that make up our S4S-compliant SiSoPL constitute the elements and are similar to the components in the product
line. The single processes can be configured/tailored based on the applicable criticality level, the assurance evaluation level, the strength of
function, and the associated constraints. Focusing on feature 6 onwards, as we have 8 common elements (see features 7, f8, f9, f10, f11, f12,
f13, and f14), SoC computes to 8. The metric PrR is computed for each single process. Since AEL is typically set to 2 and since Strength of function
is typically considered as standard, the tailoring space is drastically reduced. More specifically, we consider the set of processes constitute of four
single processes due to the four criticality levels (with no security) plus four additional processed due to the criticality level and default values for

AEL and Strength of function. Since the change of the criticality level has no impact on the software-related system requirement process, the
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number of elements in the single processes is equal for all criticality levels A, B, C, and D. Specifically, the elements are 8 (f7 through f14). The
number of elements in the single processes with security concerns is equal for all criticality levels A, B, C, and D. Specifically, the elements are 12
(f7 through f18). Thus, PrRs for single processes A, B, C, and D without security concerns is computed as 1, while PrRs for single processes A, B,
C, and D with security concerns is computed as 0.6. For the sake of clarity, it should be stated that the variability due to SPICE requirements was
not considered since negligible for this case.

4.3 | Threats to validity

In this section, we discuss the threats to validity, ie, to what extent our results are true and not biased by our subjective point of view.?”

Construct validity refers to quality of choices about the forms of the independent and dependent variables, more precisely about the choice
of the treatment. In our case, the independent variable taken into consideration are the process elements mentioned within the standards. To
treat (extract and model) those elements, we have considered the definitions of process elements provided in the SPEM2.0 specification and the
glossary provided by ECSS. We believe that by considering standardised definitions for extracting and modelling process elements, the extraction
and modelling's reliability is sufficiently high (ie, the repeatability is high), under the assumption that those definitions are understood in a similar
way via basic training. Concerning dependent variable, our treatment relies on previously accepted work within product line engineering, where
metrics were elaborated.

External validity is concerned with to what extent it is possible to generalise the findings and to what extent the findings are of interest to other
people outside the investigated case. The work conducted in large EU projects dealing with certification-related challenges has shed light on
the, to some extent, recurring structure of standards, the recurring intradomain and cross-concern dependencies among standards, the recurring
criticality-based hierarchical structure, which drives the increase of prescription in terms of objectives, activities, methods to be compliant with,
and the recurring standardisation process itself. The gathered experience and inferred knowledge, confirmed through informal discussions with
assessors and practitioners as well as through pieces of formal evidence by qualitative adopting family oriented process line engineering in
various dependability-critical contexts, support the generalisability of the findings: A high degree of commonality is present and the adoption of
SPICE-compliant-SiSoPLE has the potential to be beneficial not only in the space domain but also in other domains. This support is guaranteed
under the assumption that the certification schemes do not change. Obviously, in the face of unanticipated technological progress substantially
impacting on the current certification schemes, the generalisability of the current results would be invalidated. However, given the way new
standards and customisations are currently introduced, this support seems to be guaranteed. As stated in ECSS-Q-HB-80-02, space software
development processes are not substantially different from software processes in some other application domains (eg, defence and public
transport). S4S, for instance, uses the material provided in ISO/IEC 128 “as is” as much as possible with minor modifications. Security standards are
introduced as refinement/addition of software engineering and quality standards. As a consequence, the illustration of the alignment of standards
for efficient tailoring via process line engineering, shown in this paper, can be performed in other domains and SPICE-compliant SiSoPLE can be
generalised to them. This support is also guaranteed under the assumption that the creation of a common and commonly understood terminology
is possible. Given the ongoing proliferation of concern-specific and domain-specific standards, numerous research works have been conducted
by pools of experts (see, for instance, Baufreton et al?? and Blanquart et al®®) with the aim of proposing a common terminology and performing
comparative studies and extract a meta-standard. The final stated aim is to move step by step towards convergence (the meta-standard).
Thus, even if the current assumption does not hold when considering multiconcern standards, due to the absence of a consensus-based SIS

terminological framework, it is likely that it will hold or that it could hold within niches promoting convergence.

4.4 | Discussion

In addition to the discussion related to the threats of validity, in this section, we discuss the findings related to the application of SPICE-compliant
SiSoPLE-targeted GQMPS. Given the similarities of the models in terms of purpose and stage of development, our findings are analogous to
those, which were discussed in our previous work.2 The discussion covers the following three main bolded aspects.

General soundness: Despite the simplicity of the considered example, we can state that the application of SPICE-compliant SiSoPLE-targeted
GQMPS for measuring SPICE-compliant SiSoPLE effectiveness is sound since it has the potential to generate objective justifications for its adoption.
We have employed our SPICE-compliant SiSoPLE-targeted GQMPS model to measure SPICE-compliant SiSoPL effectiveness with reference to
the AMASS consortium organisation and the space-related partner. Our rather small S4S-compliant SiSoPL and the computed metrics establish a
case for the adoption of SPICE-compliant SiSoPLE to the ECSS software development process. The SoC determined for our S4S-compliant SiSoPL
indicates a high degree of commonality despite the variability, which might be introduced by the criticality levels/AEL/Strength of function. We
observe from the computed PrRs, the extent of reusability of the common elements for S4S-compliant SiSoPLs.

Maturity: SPICE-compliant SiSoPLE-targeted GQMPS's maturity varies with respect to the examination's angle. In terms of motivation and
definition, SPICE-compliant SiSoPLE-targeted GQMPS is fairly mature. However, in terms of validation, it is still in its embryo stage. A true
in-depth validation in industrial settings has not yet been carried out. We need to further examine our findings and the impact of the other
process elements, which have a bearing on the safety-oriented process line such roles, tools employed, input/output work products. With respect

to roles, as known, processes are nothing if not performed by people3! and people skills are recognised to be crucial and need to be audited.
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According to ECSS-M-ST-10C,®> 5.2.1.2.e, for instance, the supplier shall demonstrate that the key personnel have the necessary qualification,
skills, and experience to perform the task for which they are allocated. Clearly, the necessary skills may vary based on the criticality of the tasks
to be performed. With respect to tools employed, their reusability will be constrained by the existence of evidence in favour of their usage to
automate a specific critical task. A tool qualified for a certain level will need to be re-qualified to be used to automate a task of a higher criticality
level. With respect to input/output work products, in the context of SPICE-compliant SiSoPLE, only their syntactical reusability is expected to
be considered. Their semantic content is instead expected to be addressed via product line engineering. In addition to the space domain, other
domains could/should be explored.

Tool support: SPICE-compliant SiSoPLE-targeted GQMPS is not yet tool supported. The computation of Size of Commonality and
Product-related Reusability could be easily implemented as additional functionalities of BVR Tool. Similarly, an Eclipse-based editor could be
developed to be able to edit SPICE-compliant SiSoPLE-targeted GQMPS applications.

5 | SPIMANIFESTO AND S4S&SISOPLE-TARGETED GQMPS: SYNERGIES

SPICE-compliant SiSoPLE-targeted GQMPS enables the measurement of SPICE-compliant SiSoPLE effectiveness and thus permits process
engineers to achieve an objective justification regarding the economic benefits related to the application of SPICE-compliant SiSoPLE as soft-
ware process improvement strategy. SPICE-compliant SiSOPLE represents a solution to manage change in the context of SPICE-compliant
security-informed safety-critical systems development processes. Change management is a key component in process improvement
infrastructures.®

As discussed in Section 4.4, when applying SPICE-compliant SiSoPLE, not only the breaking down of the work should be considered but all
other relevant process elements, which may have an impact on SPICE-compliant SiSoPLE evaluation as well as on Software Process Improvement.
Concerning roles, in addition to the technical skills (as per standards used in safety-critical software engineering), management skills3-32 and
social responsibility-related skills®® should also be considered in order to ensure SPI-readiness attitude. Moreover, as observed by Gallina et al**
in the Swedish context, culture may also influence the SPI readiness. Thus, technical skills alone are not sufficient and thus they cannot be
analysed in isolation when reasoning about the reusability of a role from one process to a different one since cultural-, managerial-, and social
responsibility-related (lack of) skills may (hinder/) foster his/her successful deployment. Existing dependencies between skills and other process
elements should be specified. To this purpose, the integration between EPF Composer and BVR Tool offers an adequate tool support for
SPICE-compliant SiSoPLE. Via EPF Composer, process engineers have the possibility to model a single process of the SPICE-compliant SiSoPL
and then make it vary via BVR Tool (more specifically, via the VSpec, Resolution, and Realization editors). As shown in Figure 4, process engineers
have also the possibility to specify constraints that limit the selection and composition of reusable process elements. Skill-related constraints
could/should be specified in order to properly constrain the role-reusability based on contextual information.

6 | PERSPECTIVES ON QUANTITATIVEEVALUATION OF PROCESS/PRODUCT/ASSURANCE CASE
TAILORING

In critical-product line engineering, as discussed by Gallina,3®> changes in the criticality of the products have an impact on the stringency of the
processes used to plan/develop them, and as a consequence, these product/process changes have an impact on the corresponding subarguments
of the assurance cases used to argue about process compliance and product's dependability. Within the AMASS project, BVR Tool has been
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integrated not only with EPF Composer for managing the variability at process level but also with CHESS Toolset* to manage the variability at
product level and with OpenCert® to manage the variability at argumentation level. Thus, the seminal ideas, presented by Gallina,®> were made
concrete within the AMASS platform. Figure 6 depicts on the left the three-dimension-oriented conceptual variability management and on the
right the tooling infrastructure available within the AMASS platform to support it. As a consequence, a VSpec model containing the variability
for the three different dimensions (product/process/assurance case) can be represented. For an exemplification and details, the interested
reader may refer to the AMASS deliverable D6.3.3¢ Given such a VSpec model, the size of commonality and the product reusability could be
considered for the three dimensions separately and see how changes in product's criticality affect the metrics. The calculated metrics could then
be traced back to not only a goal focused on process-related time, costs, and risks reduction (see G1) but also goals on product and on assurance
case-related time, costs, and risks reduction. Thus, achieving a more global view on quantitative evaluation of tailoring in the context of critical
product line engineering. This, however, would not call for an additional extension of our proposed measurement model but, instead, would call

for its parametrisation towards turning it into a pattern for quantitative evaluating the tailoring of families and their relationships.

7 | RELATED WORK

In the literature, as already discussed in our previous work,2 other works have tackled the necessity of measuring reuse. However, none has
conceived a methodological framework for measurement. The novelty of this paper, with respect to our previous one, consists in its orientation

to the quantitative evaluation of multiple drivers and dimensions.

8 | CONCLUSIONAND FUTURE WORK

In the context of security-informed safety life cycles mandated by standards and in the context of software process improvement-related
standards and handbooks, process improvement via SPICE-compliant SiSoPLE seems to be feasible. Implementation of SPICE-compliant SiSoPLs
in an organisation, however, needs to be planned and justified. This requires the ability to measure the effectiveness of the implementation at all
stages of the development effort. In this paper, we have proposed a SPICE-compliant SiSoPLE-targeted GQMPS model to enable the measurement
of SPICE-compliant SiSoPLE effectiveness. Then, we have applied it and demonstrated the effectiveness of S4S-compliant SiSoPLE in the context
of ECSS standards. We may logically infer that because we measured and have the evidence for appropriateness of S4S-compliant SiSoPLE,
implementation should enable process improvement. Our S4S-compliant SiSoPL is built on a very small part of the ECSS specifications and adopts
an organisation goal/strategy linked measurement model. In addition, our study has been performed in relation to an organisation's specific
processes and the associated standards and we examined only pre-S4S-compliant SiSoPL implementation metrics. Despite these limitations, as
discussed, given the evident overlapping amount of process requirements, the efficient tailoring via SPICE-compliant SiSoPLE seems sound. We
have also discussed the validity's threats and elaborated some perspectives towards achieving a more global view on quantitative evaluation of
tailoring in the context of critical product line engineering.

In the near term future, the proposed SPICE-compliant SiSoPLE-targeted GQMPS model requires to be validated by assessing other
SPICE-compliant SiSoPLEs. To that purpose, we plan to build on top of our previous work conducted in the automotive domain and apply
SPICE-compliant SiSoPLE-targeted GQMPS to the Automotive SPICE-compliant SiSoPL at software design level. We also intend to consider its
potential parametrisation towards turning it into a pattern for the quantitative evaluation of tailoring in all the dimensions of interest in the

context of critical-product line engineering. Finally, in a long-term future, tool support will be developed.
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